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Getting the Deal Through is delighted to
publish the third edition of Anti-Money
Laundering, a volume in our series of annual
reports, which provide international analysis
in key areas of law and policy for corporate
counsel, cross-border legal practitioners and
clients.

Following the format adopted throughout
the series, the same key questions are
answered by leading practitioners in each
of the 24 jurisdictions featured. New
jurisdictions this year include Argentina,
Germany, Guatemala, Luxembourg and
Turkey. This edition includes a global
overview authored by James G Tillen,
Laura Billings and Jonathan Kossak of
Miller & Chevalier Chartered as well as an
introduction written by the secretariat of the
Financial Action Task Force.

Every effort has been made to ensure

that matters of concern to readers are
covered. However, specific legal advice
should always be sought from experienced
local advisers. Getting the Deal Through
publications are updated annually in print.
Please ensure you are referring to the latest
print edition or to the online version at www.
gettingthedealthrough.com.

Getting the Deal Through gratefully
acknowledges the efforts of all the
contributors to this volume, who were
chosen for their recognised expertise. We
would also like to extend special thanks
to contributing editors James G Tillen

and Laura Billings of Miller & Chevalier
Chartered for their assistance with this
volume.
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Domestic legislation

1 Domestic law

Identify your jurisdiction’s money laundering and anti-money laundering
(AML) laws and regulations. Describe the main elements of these
laws.

New Zealand’s domestic legislation and legal processes used to
counter money laundering can be separated into two main catego-
ries. The first contains the criminal money laundering offences and
provisions related to those offences. The second contains the AML
civil compliance regime by which regulated businesses, primarily
in the financial and gaming sectors, are required to take steps to
deter, detect and report possible money laundering activity. This civil
regime contains comprehensive regulatory provisions, breach of
which can itself be a criminal offence.

The main criminal provisions are in the Crimes Act 1961.
Section 243 makes it an offence to engage in a money laundering
transaction in respect of property that is the proceeds of a serious
offence, knowing or believing that all or part of the property is the
proceeds of a serious offence or being reckless as to whether or not
the property is so tainted. A ‘serious offence’ is defined as one pun-
ishable by imprisonment for a term of five years or more (including
overseas actions that would be so punishable were they commit-
ted in New Zealand). Money laundering is punishable by a term of
imprisonment of up to seven years.

There is also a separate offence of obtaining property that is the
proceeds of a serious offence with intent to engage in money laun-
dering, knowing or believing (or being reckless as to whether) the
property is the proceeds of a serious offence.

Other relevant provisions can be found in:
¢ the Misuse of Drugs Act 1975, where section 12B very much

follows the structure of section 243, but relates specifically to

laundering the proceeds of drug offences;

e the Terrorism Suppression Act 2002, with criminal offences for
providing or collecting funds to be used for terrorist acts; and

¢ the Criminal Proceeds (Recovery) Act 2009, which relates to the
forfeiture of assets and funds that may be derived from the prof-
its of crime.

The criminal offence provisions for laundering money are reason-
ably settled and have been largely unchanged for a number of years.
The laws relating to the recovery of money or property that are the
proceeds of crime were substantially reformed in 2009 and there is a
growing body of case law on these types of confiscation or recovery
action.

New Zealand’s AML regulatory regime for the financial sector
has also been through a period of major recent transition, designed
to greatly enhance New Zealand’s degree of compliance with the
FATF’s 40+9 Recommendations (October 2004 version). The Anti-
Money Laundering and Countering Financing of Terrorism Act
2009 (AML/CFT Act) introduced a modern and broad risk-based
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framework that has led to a major overhaul of this country’s AML

regime. The new law had a long implementation period and only

came into full force and effect from 30 June 2013.

The substantive AML/CFT legal obligations and powers for
most types of regulated institutions are now found in the AML/CFT
Act 2009 and the Regulations made under it. The Act contains the
key principles and umbrella provisions, with significant matters of
detail being addressed in the Regulations and Gazette notices made
under it. The regulatory supervisors have also issued a Code of
Practice for Identity Verification (now amended), which if complied
with provides a safe harbour to institutions when verifying informa-
tion for customers considered to be low to medium risk.

The AML/CFT Act imposes significantly more onerous obliga-
tions on reporting entities than the previous regime and expands
the range of commercial enterprises brought under coverage of the
regime as reporting entities. In a brief summary, the main obligations
on such entities include to:

e conduct and document a written risk assessment on money
laundering and terrorist financing risks arising from the custom-
ers, the products and services, the delivery channels, countries
and institutions dealt with and intermediary risks;

e develop a written AML compliance programme containing poli-
cies, procedures and controls to manage and mitigate the risks
of money laundering and the financing of terrorism;

e vet senior managers and staff hired to perform AML/CFT
related duties;

® train senior managers and relevant staff in AML/CFT related
matters;

e comply with detailed customer due diligence (CDD) require-
ments, including customer identification and verification pro-
cesses, and determine when enhanced CDD is required, when
simplified CDD might be permitted and when CDD can be car-
ried out by a person other than the reporting entity;

* have a process to detect and to ensure reporting of suspicious
transactions, and to make such reports when appropriate;

* monitor, on an ongoing basis, customer activity, especially
in relation to specified high-risk transactions and business
relationships;

* ensure there are processes for full record keeping to enable
reconstruction of accounts or transactions if required; and

* make an annual report to the AML supervisor on compliance
issues, and arrange for biennial independent auditing of compli-
ance with the AML/CFT programme.

The requirements in the previous regime, the Financial Transactions
Reporting Act 1996 (FTR Act), continue in effect for lawyers,
accountants, real estate agents, precious metals dealers and other
luxury asset dealers or brokers. It is intended that these industries
will be brought under the AML/CFT regime via a second round of
coverage regulation, probably not before 2016.
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Money laundering

2 Criminal enforcement

Which government entities enforce your jurisdiction’s money
laundering laws?

The New Zealand police are responsible for enforcing the crimi-
nal offence provisions relating to money laundering. A specialist
unit within the police, the Organised and Financial Crime Agency
New Zealand, is involved in most of the major operations. and for
criminal proceeds recovery and forfeiture, regional Specialised Asset
Recovery Units exist within the police.

Money laundering is an indictable offence and can be prose-
cuted on a summary basis in the district court (under the Summary
Proceedings Act 1957). New procedural rules that remove the dis-
tinction between indictable and summary offences have come into
effect following the commencement of the Criminal Procedure Act
2011 in October 2013.

The three AML/CFT supervisory bodies (the Reserve Bank,
the Financial Markets Authority and the Department of Internal
Affairs) are not involved in prosecuting or enforcing the criminal
law relating to money laundering, but they supervise the anti-money
laundering regulatory regime and may bring civil actions to enforce
the obligations under the AML/CFT Act. There can also be crimi-
nal prosecutions for some offences under the AML/CFT Act, which
would be brought by the New Zealand police.

3 Defendants

Can both natural and legal persons be prosecuted for money
laundering?

The Crimes Act offence provisions for money laundering refer to
a ‘person’ engaging in a money laundering transaction (section
243(4)). The Crimes Act defines a person as including any public
body or local authority and any board, society or company in rela-
tion to acts that it is capable of doing. Therefore, both legal and
natural persons can be prosecuted for money laundering. Although
the penalty for money laundering is a term of imprisonment, under
section 39 of the Sentencing Act 2002, a court may impose a fine
instead. The requisite knowledge and intention to commit the
offence can be imputed to a body corporate through its human
agents. Thus both natural and legal persons can be subject to an
appropriate punishment for money laundering. Most cases in the
past have been taken against individuals.

4 The offence of money laundering
What constitutes money laundering?

A money laundering transaction is engaged in if, for the purpose
of concealing any property, or enabling another person to con-
ceal property, a person deals with that property or assists another
person to deal with that property (whether directly or indirectly).
‘Property’ is widely defined as including real and personal property
of any description, whether situated in New Zealand or elsewhere
and whether tangible and intangible, and includes an interest in any
such property. ‘Conceal’ is defined as concealing or disguising the
property and includes (without limitation) converting the property
into another form and concealing or disguising the nature, source,
location, disposition or ownership of the property, or of any inter-
est in the property. ‘Deal with® means to deal with the property in
any manner and by any means and includes (without limitation)
disposal, transferring possession or bringing the property into or
removing it from New Zealand.

The state of mind required for money laundering is a knowl-
edge or belief that all or part of the property is the proceeds of an
offence punishable by a term of imprisonment of five years or more,
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or being reckless as to whether the property is the proceeds of such
an offence. There must also be an intention to conceal the property
or to assist another to do so.

There is also a lesser offence of possession of property for money
laundering purposes. In order to establish this offence, it must be
proven that the property was the proceeds of a serious offence and
that the accused had the requisite knowledge or was reckless, and
intended to engage in a money laundering transaction in respect of
that property (section 243(3)).

5 Qualifying assets and transactions

Is there any limitation on the types of assets or transactions that can
form the basis of a money laundering offence?

There is no monetary threshold or other limitation on the types
of assets or transactions for prosecution under section 243 of the
Crimes Act (see the discussion of the definition of ‘property’ and
‘deal with’ in question 4).

6 Predicate offences
Generally, what constitute predicate offences?

Under section 243 a predicate offence must be a ‘serious offence’,
which means an offence punishable by imprisonment for five or
more years. The definition expressly includes acts, wherever com-
mitted, which, if they had been committed in New Zealand, would
constitute an offence punishable by imprisonment for five or more
years. Acts committed outside New Zealand can constitute a predi-
cate offence, but must, at the time of being committed, constitute an
offence under the law of the jurisdiction in which they are commit-
ted (section 245). There is a presumption that the act will constitute
an offence under the relevant foreign laws unless the accused puts
the matter in issue.

There are proposals expected to be put forward to Parliament
soon for consideration in an Organised Crime and Anti-Corruption
Legislation Bill, that may do away with the ‘serious offence’ thresh-
old and mean that any criminal offence could qualify as a predicate
offence.

Under the Misuse of Drugs Act 19735, the relevant predicate
offences are offences relating to dealing in controlled drugs, cultivat-
ing prohibited plants, supplying or manufacturing equipment that is
capable of being used to manufacture controlled drugs or cultivat-
ing prohibited plants and knowingly importing or exporting precur-
sor substances for unlawful use. Again, the predicate offence can
be committed outside New Zealand and, if it was, the burden is on
the accused to show that the act was not an offence in the relevant
foreign jurisdiction at the relevant time.

From October 2013, a new provision came into effect, which
clarifies that a person may be charged with money laundering
whether or not the person who committed the predicate offence has
been charged or convicted or is otherwise amenable to justice (sec-
tion 243A).

7 Defences

Are there any codified or common law defences to charges of money
laundering?

In addition to the ability to establish that the relevant act committed
outside New Zealand was not an offence in the foreign jurisdiction
at the time it was done (section 245 Crimes Act 1961), there is also a
codified defence under section 244. The defence is established if the
accused can prove that the act to which the charge relates was done
by them in good faith for the purpose of, or in connection with, the
enforcement or intended enforcement of:

® any enactment relating to a serious offence;

¢ the Criminal Proceeds (Recovery) Act 2009;

Getting the Deal Through - Anti-Money Laundering 2014
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o the AML/CFT Act; or
¢ the Financial Transactions Reporting Act.

This typically relates to directions from the police on how to deal
with funds or with customers after a suspicious transaction report
(STR) has been made.

Additional general defences are set out in the Crimes Act, and
common law defences (such as insanity, compulsion and duress) are
preserved unless abrogated expressly. The codified defences include
infancy (sections 21 and 22), insanity (section 23) and compulsion
by another (section 24).

8 Resolutions and sanctions
What is the range of outcomes in criminal money laundering cases?

The maximum penalty for the offence of money laundering is seven
years’ imprisonment. For the related offence of possession with the
intention of money laundering it is five years’ imprisonment. Under
section 39 of the Sentencing Act a fine may be imposed instead of a
term of imprisonment.

9 Forfeiture

Describe any related asset freezing, forfeiture, disgorgement and
victim compensation laws.

The Criminal Proceeds (Recovery) Act 2009 sets out a detailed legis-
lative scheme relating to forfeiture orders. Unlike the previous forfei-
ture law, a criminal conviction is not required for the imposition of a
forfeiture order — all that is required is proof of ‘significant criminal
activity’ on the balance of probabilities. A significant criminal activ-
ity is activity that would amount to either an offence punishable by a
term of imprisonment of five years or more, or from which property
or proceeds of NZ$30,000 or more have been directly or indirectly
obtained. Several types of orders are covered in the Act, including
assets forfeiture orders, profit forfeiture orders and instrument for-
feiture orders.

Prior to forfeiture, the Act provides for restraining orders in
respect of property. The police can then apply for a civil forfei-
ture order in respect of certain property, including orders relating
to both assets and profits. If the court is satisfied that the property
was obtained as a result of a significant criminal activity, then it
must make an assets forfeiture order, which vests the property in
the Crown. If it is shown that a respondent has benefited from sig-
nificant criminal activity, and has an interest in property, then the
court must make a profit forfeiture order. A profit forfeiture order
is enforceable as an order made as a result of civil proceedings insti-
tuted by the Crown against the person to recover a debt due to it.
Relief can be granted, following application by a person other than
the respondent to the forfeiture order, in the case of undue hardship.

An order for the forfeiture of property used to commit or facili-
tate a serious offence may also be made under section 142N of the
Sentencing Act 2002 and form part of the sentence imposed on an
offender. The effect of such an order is also to vest the property in
the Crown absolutely.

10 Limitation periods
What are the limitation periods governing money laundering
prosecutions?
There are no limitation periods governing the prosecution of money
laundering offences under the Crimes Act. They do not come within
the range of offences subject to a 10-year limitation period under
section 10B of that Act.

www.gettingthedealthrough.com

11 Extraterritorial reach

Do your jurisdiction’s money laundering laws have extraterritorial
reach?

As a general rule, the criminal jurisdiction applies only to acts or
omissions that occur in New Zealand and does not extend beyond
domestic borders (section 6 Crimes Act). All acts committed in New
Zealand may form the basis of an offence and so non-citizens and
non-residents that commit a crime in New Zealand can be pros-
ecuted (section 5 Crimes Act). Although generally actions outside
New Zealand would not be an offence, sections 243 and 245 specifi-
cally provide that the predicate offences for money laundering can
be offences committed outside New Zealand.

Further, the money laundering conduct itself may occur out-
side New Zealand as it may involve property being brought into
or moved outside New Zealand, and the property may be situated
in New Zealand or elsewhere. However, some connection to New
Zealand is required; some relevant act or event forming part of deal-
ings with the property must have taken place in the jurisdiction.

AML requirements for covered institutions and individuals

12 Enforcement and regulation

Which government entities enforce your jurisdiction’s AML regime and
regulate covered institutions and persons? Do the AML rules provide
for ongoing and periodic assessments of covered institutions and
persons?

New Zealand makes use of a multi-supervisor model under the

AML/CFT Act, whereby three existing regulatory agencies that each

have responsibility for regulating certain sectors in other areas of

law have added AML/CFT to their existing responsibilities. In this

respect, New Zealand differs from other countries (eg, Australia)

that have chosen to establish a new singular enforcement agency.
The three AML/CFT Supervisors are:

o the Reserve Bank of New Zealand - for banks, life insurers and
non-bank deposit takers;

¢ the Financial Markets Authority — most other financial institu-
tions including issuers of securities, trustee companies, futures
dealers, collective investment schemes, brokers and financial
advisers; and

e the Department of Internal Affairs — for casinos, non-bank
deposit taking lenders, money changers, card issuers and any
other reporting entities that do not clearly fall within the remit
of the other supervisors.

The three supervisors have had greatly enhanced supervisory, investi-
gation and enforcement powers from 30 June 2013 when the AML/
CFT Act came properly into force. Over several years previously,
they had worked to create a large number of guidelines and advisory
notes for entities grappling with their new compliance responsibili-
ties and the Supervisors’” new enforcement functions. Further guide-
lines have continued to be issued since the Act came into effect to
assist entities to better understand their obligations under the law,
most recently on the topics of wire transfers and persons acting on
behalf of customers (August 2013).

The Commissioner of Police is also involved in the civil
AML/CFT regulatory regime as the recipient of any STRs for inves-
tigation and as ultimate enforcement arm if there is a breach of
the AML/CFT compliance regime that necessitates criminal pros-
ecution. The Police Financial Intelligence Unit (NZFIU) issued new
Suspicious Transaction Guidelines in 2013.

The Ministry of Justice also has an active role in the develop-
ment and implementation of the AML regime. The Ministry man-
ages an AML/CFT Coordination Committee that includes the three
supervisors, New Zealand customs service, New Zealand police and
other invited agencies.
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13 Covered institutions and persons
Which institutions and persons must carry out AML measures?

At present, reporting entities under the AML/CFT Act are defined

to include financial institutions and casinos. Section 5 provides that

“financial institution’, means a person, who in the ordinary course

of business, carries on one or more of the financial activities set out

there, including:

® accepting deposits or other repayable funds from the public;

* making a loan to or for a customer;

* issuing a debit or credit card,;

* managing the means of payment;

¢ supplying goods through a finance lease (other than for con-
sumer products);

¢ providing remittance services that transfer money or property;

e issuing or accepting liability under life insurance policies;

e issuing or selling securities and derivatives;

¢ safekeeping or administering cash or liquid securities on behalf
of other persons; and

¢ exchanging foreign currency.

A firm that carries on one or more of those activities and does so ‘in

the ordinary course of business’ will have to comply with the AML/

CFT Act. The AML/CFT supervisors issued a guideline to clarify

how they intend to apply the phrase ‘ordinary course of business’.

It sets out a number of contextual factors, which, when considered

together, may indicate whether an activity is in the usual course of

business of that firm. These involve whether the financial activity:

e is normal or otherwise unremarkable for the particular business
(including as indicated by the firm’s internal processes and mar-
keting materials);

* s frequent or is regular;

* involves significant amounts of money;

e s a source of revenue for the firm;

* involves significant allocation of the firm’s resources; or

¢ involves a service or product that is offered to customers or third
parties.

In addition, any person who holds a casino operator’s licence under
the Gambling Act 2003 is covered by the AML/CFT Act.

There is also power to include or exclude other types of busi-
ness by regulation without having to formally amend the Act in
Parliament. An illustration of this flexibility came when the AML/
CFT Regulations 2011 added trust and company service providers
(formation and secretariat services) to the list of covered reporting
entities, largely in response to concerns raised by the alleged involve-
ment of some New Zealand registered companies in overseas crimi-
nal activities using rogue trust or company service providers. The
regulations have also brought some types of financial advisers (and
firms that provide financial advice) within the new regime.

There are also a growing number of carve outs and exemptions
from coverage being made in the Regulations for low-risk products
or services or some functions of a covered entity, for example, debt
collection services. In addition, there is a process to apply for spe-
cial ministerial exemption for a particular business or sector. At the
time of writing, almost 40 of these individual or ad hoc ministerial
exemptions have been granted.

At a later date, lawyers, accountants, real estate agents, pre-
cious metals dealers and other luxury asset dealers or brokers will
be brought under the new AML/CFT regime via a second round of
regulation. The Ministry of Justice has said it intends to commence
policy work in 2014 to bring this second tranche into place. In the
meantime these people will continue to be regulated by the FTR Act.
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14 Compliance

Do the AML laws in your jurisdiction require covered institutions and
persons to implement AML compliance programmes? What are the
required elements of such programmes?

Reporting entities must establish, implement and maintain an AML
compliance programme. They must first conduct their own detailed
written risk assessment of their business operations, products or
services, customers, distribution methods, countries and institutions
dealt with, and then base their compliance programme on those
identified risks. This means the programme can be proportionate
and risk based, having regard to the nature, size and complexity of
their individual business.

The compliance programme must include adequate and effec-
tive processes, policies and controls in a number of specified areas,
including:

e training and vetting processes for staff involved in AML/CFT
procedures;

¢ ensuring that customer due diligence (CDD) measures are car-
ried out;

® reporting suspicious transactions;

* ensuring safe retention of account and transaction records and
keeping written findings on unusual transactions or business
relationships;

e prevention of products or transactions that might favour ano-
nymity; and

* monitoring and managing ongoing compliance with its AML/
CFT programme (section 57 of the AML/CFT Act).

Entities must also appoint an AML/CFT compliance officer to
administer and maintain the programme.

15 Breach of AML requirements
What constitutes breach of AML duties imposed by the law?

Breach of AML obligations can cover a wide variety of matters, a
number of which are listed in question 20. Some specific prohibi-
tions are set out in the AML/CFT Act:

e if unable to conduct CDD, an entity must not establish a new
customer relationship, must terminate an existing relationship,
must not carry out an occasional transaction over certain thresh-
olds and must consider whether to make a STR;

® an entity must not knowingly or recklessly set up a facility for an
anonymous customer or under a false name; and

® an entity must not establish or continue relationships with a for-
eign shell bank, or correspondent bank of a shell bank.

Tipping off customers is also prohibited in New Zealand. The
legislation sets out a duty not to disclose or tip off, together with an
offence of tipping off, and the substantial potential penalties that
may follow.

Under the AML/CFT Act, section 46 requires a reporting entity
not to disclose certain information in relation to suspicious trans-
actions reports to anyone except the police, the entity’s AML/CFT
supervisor, an officer or employee of the entity for any purpose con-
nected with their duties, a lawyer advising on the matter or members
of a designated business group in order to decide whether to make
a STR. Section 47 prevents disclosure of that information in any
judicial proceeding unless the judge is satisfied that disclosure is nec-
essary in the interests of justice.

16 Customer and business partner due diligence
Describe due diligence requirements in your jurisdiction’s AML regime.

A key feature of the AML/CFT Act is to force reporting entities to
develop more detailed CDD (or ‘know your customer’) processes.
While there is ability to apply a risk-based approach somewhat
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flexibly in many areas, there are also minimum requirements set out
in the statute. Sections 10 to 17 contain the main requirements for
standard CDD, with additional requirements or relaxations in cer-
tain circumstances for simplified CDD (sections 18 to 21) or for
enhanced CDD (sections 22 to 30).

Generally, the CDD required was not retrospective as it did not
require all existing customers to be verified upon the law coming
into force, with some exceptions if and when the nature of the rela-
tionship changes, suspicion is raised or an entity realises it holds
inadequate information.

CDD will typically apply to new customers or accounts where
there is a business relationship that has an element of duration or
to ‘occasional transactions’ that are one-offs outside of a business
relationship over a dollar threshold of NZ$10,000 and where insuf-
ficient information is held about a customer or the business relation-
ship changes.

Section 15 sets out the minimum information required for stand-
ard CDD: the person’s full name, date of birth, if not the customer,
that person’s relationship to the customer, address or registered office
and the person’s company identifier or registration number, as well
as any information prescribed by the Regulations. The entity must
then verify that information and verify additional details depend-
ing on the level of risk in certain situations (or as prescribed in the
Regulations).

An Identity Verification Code of Practice was issued by the
AML/CFT supervisors and amended in 2013, containing detailed
options of the type of documentary evidence or electronic verifica-
tion methods that may be considered acceptable when verifying the
identity of low to medium-risk individuals during CDD. The code is
not compulsory but, if followed, acts as a safe harbour, providing a
business with a way of establishing likely compliance with the AML/
CFT obligations. Reporting entities must still consider further, and
potentially develop additional mechanisms for verifying, any high-
risk customers.

Beneficial ownership is a challenging area of compliance in New
Zealand, given the relatively high proportion of trust structures used
in commercial and individual enterprises. A balance has been struck
in the AML/CFT Act and Regulations that will require entities to
verify beneficial ownership by obtaining the name and date of birth
of each beneficiary of a trust or, for charitable or discretionary trusts
with more than 10 beneficiaries, a description of the class and types
of beneficiary and trust objectives. A Guidance Note indicating
the AML supervisors’ likely approach to beneficial ownership was
issued in December 2012.

17 High-risk categories of customers, business partners and
transactions

Do your jurisdiction’s AML rules require that covered institutions and
persons conduct risk-based analyses? Which high-risk categories are
specified?
The risk-based approach is enshrined in much of the AML/CFT Act.
Reporting entities must carry out a written risk-based assessment,
which must be the platform and reference point for the rest of their
Compliance Programme, and available to the Supervisor on request.
It must also be independently audited every two years. Reporting
entities must also develop processes and filters to determine if more
stringent CDD measures are required in high risk cases, or where
the Act prescribes that enhanced CDD must be carried out, such as:
¢ dealing with a trust, or company with nominee shareholders or
bearer shares;
¢ non-resident account holders from a country with an insufficient
AML regime;
e ‘politically exposed persons’ (prominent foreign public individu-
als, as specifically defined); and
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e wire transfers, correspondent banking or customer relation-
ships involving new or developing technologies or products that
might favour anonymity.

Enhanced CDD means, in most of those cases, making further
enquiry into the customer’s source of funds or wealth, although
there are some additional specific data requirements, for example, in
the case of wire transfers.

As noted in question 16, the safe harbour Code of Practice for
identity verification does not extend to high risk customers (or cor-
porate entities).

18 Record keeping and reporting requirements

Describe the record keeping and reporting requirements for covered
institutions and persons.

New Zealand reporting entities and their auditors have specific obli-
gations under sections 40—43 of the AML/CFT Act to make STRs
where suspicion is raised in certain situations. The legal trigger for
reporting is when a transaction or proposed transaction gives the
reporting entity reasonable grounds to suspect that it is or may be
relevant to the investigation or prosecution of money laundering or
related offences.

The STR must be made as soon as practicable and no more than
three working days after forming the suspicion. The NZFIU has
developed a secure online XML-based IT platform that entities must
use to make STRs, known as ‘goAML. The detailed contents of an
STR form are now prescribed in the Regulations. Other parties who
are not yet directly covered by the new regime (including lawyers,
accountants and real estate agents) still have generic obligations
under the old FTR Act to make STRs upon suspicion being formed
when any person conducts or seeks to conduct any transaction giv-
ing reasonable grounds to suspect money laundering activity.

Where terrorism financing is suspected, a Suspicious Property
Report must be completed under section 43 of the Terrorism
Suppression Act 2002.

Reporting entities must also:
®  keep transaction records enabling reconstruction of any transac-

tion within the last five years, specified financial information,

and identity and verification evidence;

¢ make annual reports on their risk assessment and compliance
programme, in the detailed format required by the AML super-
visors for this reporting function; and

® subject their risk assessment and compliance programme to
independent audits every two years, or as requested by their

AML/CFT supervisor.

19 Privacy laws

Describe any privacy laws that affect record keeping requirements, due
diligence efforts and information sharing.

Reporting entities under the AML/CFT Act must have regard to pri-
vacy issues and protect personal information they may hold. This is
expressly required in relation to the sharing of information among
members of a designated business group (eg, related companies).
Privacy is also an important consideration under the Amended
Identity Verification Code of Practice 2013 jointly issued by the
AML/CFT supervisors. This recognises and endorses New Zealand’s
well-developed personal privacy principles contained in the Privacy
Act 1993, whenever reporting entities are carrying out due diligence.
The Privacy Act governs personal information held by any agency
in New Zealand and sets out 12 Information Privacy Principles
(IPPs). The IPPs govern all phases of collection, handling and ulti-
mate use and disposal of information about identifiable individuals
by both private and public agencies. The IPPs require good reasons
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for disclosing personal information to anyone other than the data
subject and for use of the information for any reason other than
the purpose for which it was collected. The definition of personal
information is very wide and includes any ‘information about an
identifiable individual’.

Before issuing STR guidelines for each type of reporting entity,
setting out examples and features of transactions that may give rise
to suspicion of any money laundering offence, the New Zealand
police must consult with the Privacy Commissioner. Such guidelines
were issued by the NZFIU in 2013.

New legislation has been passed - the Identity Information
Confirmation Act 2012 — that enables access to a consent-based
service to allow both public and private sector agencies to check
whether identity information presented by customers is the same
as that recorded by the Department of Internal Affairs through
its citizenship, passports, and births, deaths and marriages registry
functions. The Act provides for quite strict privacy controls on the
circumstances in which the registries can be accessed. This service
is still in its formative stages. However, another initiative, a secure
online identity verification service introduced by the government
called ‘RealMe’ is up and running, and some leading banks have
begun using it. A RealMe verified account is intended to be the
online equivalent of a passport or drivers licence. The service was
introduced to not only allow the government to provide services
online but to also be used by the private sector to verify identity.
Separately, some IT service providers are compiling databases that
can be subscribed to for a fee in order to assist with verification
information about New Zealand citizens and residents.

20 Resolutions and sanctions

What is the range of outcomes in AML controversies? What are the
possible sanctions for breach of AML laws?

There are a mix of enforcement sanctions with differing levels of

potential penalty outcomes, depending on the factual circumstances

and the attitude of the AML/CFT supervisor to the transgression.

Regulators can consider legal action for civil liability acts and also

criminal offences, and these can be taken against senior managers

and individuals within corporate entities as well as the corporation.
Civil liability acts include:

¢ failing to ensure branches and subsidiary businesses comply
with AML/CFT requirements, entering or continuing a business
relationship without adequate evidence of identity, inadequate
account and transaction monitoring and entering or continu-
ing a correspondent banking relationship with a shell bank. For
these matters, statutory maximum pecuniary penalties are set
at NZ$100,000 for individuals or NZ$1 million for corporate
bodies; and

e failing to keep records as required, failing to establish, imple-
ment or maintain an AML compliance programme and failing
to carry out CDD. Here, statutory maximum pecuniary penal-
ties are set at NZ$200,000 for individuals or NZ$2 million for
corporate bodies.

Rather than apply to the court for a pecuniary penalty or an injunc-
tion, the AML/CFT supervisor may elect to issue a formal warning,
or accept a court-enforceable undertaking from the reporting entity.
At the time of writing, there have not yet been any such formal
enforcement actions made public, although that may well change
later in 2014. It is expected that, initially at least, the supervisors are
likely to make use of warnings and enforceable undertakings rather
than punitive court action, except in the most egregious of cases.
Criminal offences for breaches of the AML/CFT regulatory
regime include:
e recklessly, knowingly or repeatedly carrying out a civil liability
act as above;
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¢ failing to make STRs when required;

¢ providing false or misleading information concerning STRs;
¢ tipping off unauthorised third parties about STRs;

¢ failing to keep adequate records concerning STRs; and

e obstructing an STR investigation.

For these more serious matters, the statutory maximum sanction is
a criminal fine of up to NZ$300,000 or up to two years’ imprison-
ment for individuals, or fine of up to NZ$5 million for corporate
bodies.

There are also offence provisions relating to the cross-border
transportation of cash, which are considered more minor offences
and have a penalty of not more than three months’ imprisonment or
a fine of up to $10,000, or both, for an individual or a fine of up to
$50,000 for a body corporate. The first prosecutions under the new
AML/CFT Act have been made by the New Zealand customs ser-
vice, based on the non-declaration of cross-border cash movements.

21 Limitation periods
What are the limitation periods governing AML matters?

If seeking a civil penalty, an application must be made by an AML/
CFT supervisor within six years of the conduct that gives rise to the
liability to pay the civil penalty.

The time limit for the majority of offences under the AML/CFT
Act is three years ‘after the time when the matter of the informa-
tion arose’. For the more minor offences relating to the cross-border
transportation of cash the time limit for laying the charging docu-
ment is only six months after the date on which the offence was
committed.

22 Extraterritoriality
Do your jurisdiction’s AML laws have extraterritorial reach?

Generally speaking, the AML/CFT Act measures apply to entities
carrying on the defined types of business or services within New
Zealand’s borders. However, this applies equally to subsidiaries or
branches of foreign financial institutions seeking to operate in New

Zealand. Further, in some specific respects a limited form of extrater-

ritoriality applies, for instance:

e New Zealand domestic reporting entities must ensure that
branches and subsidiaries in a foreign country apply, to the
extent that the country’s law permits, broadly equivalent AML
compliance measures; or

e cross-border transportation of cash (NZ$10,000 or more) into
or out of the country.

The AML/CFT supervisors issued a brief guidance note in December
2012 on how they perceive the territorial scope of the Act as it
affects their functions. Some uncertainty, however, remains over the
exact extent of extraterritorial reach, and this may be ultimately
only resolved as case law develops in future.

Civil Claims

23 Civil claims and private enforcement

Enumerate and describe the required elements of a civil claim
or private right of action against money launderers and covered
institutions and persons in breach of AML laws.

The field of private claims or civil liability for AML breaches is
very underdeveloped in New Zealand. In the past, the FTR Act has
been seen as primarily a police or criminal matter, and there have
been few attempts to press private claims. However, as part of the
criminal process, victims can seek reparation payments or courts can
order that part of the fine be paid to victims.
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In relation to civil liability acts under the new AML regime, the
primary right and responsibility to take action rests with the AML/
CFT supervisor and the civil ‘balance of probabilities” onus of proof
applies. However, if a pecuniary penalty is sought, the court has the
ability to order it to be paid to the Crown ‘or to any other person
specified by the court’, which allows payment to be directed to vic-
tims of crime or others affected.

In practice, the usual court order would probably be a payment
to the Crown, similar to a fine. But it is possible that as the enhanced
AML/CFT regime gets bedded in, and as the financial consequences
become more serious for reporting entities in future, more civil
claims are likely.

Reporting entities have immunity from civil suit for actions
taken to comply with the Act, as long as they were acting in good
faith and reasonably (section 77 of the AML/CFT Act). For plain
cases of non-compliance or breach, potential common law causes
of action may remain available, such as equitable tracing remedies,
claims of knowing assistance or knowing receipt of property from
the proceeds of crime, fraud or breach of trust or even the tort of
breach of statutory duty.

At a practical level, increasing use by the Crown of the Criminal
Proceeds (Recovery) Act regime tends to preclude or ‘crowd out’ the
likelihood of private claims, because the Crown usually targets those
assets of an offender with the most realistic prospect of realising
value, frequently leaving few viable assets for a private claimant.

International anti-money laundering efforts

24 Supranational

List your jurisdiction’s memberships of supranational organisations
that address money laundering.
New Zealand has been a member of the FATF since 1991. New
Zealand is also closely engaged with the Asia-Pacific Group on
Money Laundering (APG), a FATF-styled regional body that coordi-
nates regional development and liaison under FATF auspices.

25 Anti-money laundering assessments

Give details of any assessments of your jurisdiction’s money
laundering regime conducted by virtue of your membership of
supranational organisations.

The FATF has carried out country assessments of New Zealand in
2003, 2009 and in 2013, in conjunction with the APG.

Following delays in implementing the new AML/CFT legisla-
tion, New Zealand had been placed on a more frequent follow-up
schedule for mutual evaluations, however following the most recent
October 2013 Mutual Evaluation Report finding there had been sig-
nificant progress, New Zealand is back on to the regular evaluation
path.

A copy of that Report can be found at www.fatf-gafi.org/
countries/n-r/newzealand/documents/fur-new-zealand-2013.html.

The FATF Report’s summary section in October 2013 records
that:

Since the adoption of its mutual evaluation report in 2009, New

Zealand has focused its attention on:

o Strengthening the AML/CFT legislative framework with the
adoption of new preventive AML/CFT Legislation — the AML/
CFT Act, 2009 — which came into full force and effect on 30
June 2013.

o [ssuing a set of implementing preventive AML/CFT measures, a
National Risk Assessment and comprebensive guidance mate-
rial to assist reporting entities with the implementation of the
Act.

o Introducing several changes to its supervisory framework,
including establishing three statutory supervisors for reporting
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entities subject to the Act: The Reserve Bank of New Zealand;
the Financial Markets Authority; and the Department of
Internal Affairs.

o Strengthening its registration and licensing regime for financial
service providers and the insurance sector.

e Introducing a new cross-border cash reporting regime.

In October 2013, the FATF recognised that New Zealand had made
significant progress in addressing the deficiencies identified in the
2009 mutual evaluation report and could be removed from the
regular follow-up process. The decision by the FATF to remove a
country from the regular follow-up process is based on procedures
agreed in October 2009.

26 FlUs
Give details of your jurisdiction’s Financial Intelligence Unit (FIU).

The NZFIU collects suspicious transaction reports that come from
banks and other financial institutions. It also monitors reportable
amounts of cash crossing New Zealand borders, and supports inves-
tigations into money laundering activity. The NZFIU is a member of
the Egmont Group.

The NZFIU address and contact details are:

New Zealand Police National Headquarters
180 Molesworth Street

PO Box 3017

Wellington

New Zealand

Tel: +64 4 474 9499

Fax: +64 4 498 7405
www.police.govt.nz/service/financial/index.html.

The NZFIU has a bespoke online secure system named ‘goAMD
that reporting entities must use, and it does not accept simple e-mail
reports or oral reports (other than in situations of extreme urgency).
Reporting entities must enrol in and interface with the goAML sys-
tem operated by the FIU in order to satisfactorily meet their obliga-
tions to make secure electronic reporting.

27 Mutual legal assistance

In which circumstances will your jurisdiction provide mutual legal
assistance with respect to money laundering investigations? What are
your jurisdiction’s policies and procedures with respect to requests
from foreign countries for identifying, freezing and seizing assets?

In New Zealand, the Mutual Assistance in Criminal Matters Act
1992 allows government authorities to receive and consider requests
for assistance from an appropriate and legally competent foreign
body, such as police or regulatory agencies and courts. The statute
is designed to facilitate the provision and obtaining of international
assistance in criminal cases, and is being increasingly resorted to in
cases of international fraud and money laundering.

In the interests of international comity, the New Zealand attor-
ney-general (as the New Zealand central authority) has the discre-
tion to receive such requests and to exercise powers under New
Zealand domestic legislation on behalf of the foreign authority.
This may include going to the New Zealand courts to obtain search
warrants on a without notice (ex parte) basis or seeking interim or
permanent restraining and seizure orders over assets and property,
or both.

The usual sequence of events in a request for international assis-
tance would be as follows:

e aforeign legal basis for action is established by decision or order
of a foreign court;

e the foreign court order or indictment or foreign restraining order,
or both, provide the source material for the foreign agencies to
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Update and trends

With the implementation of a complex new regulatory regime, reporting
entities and their customers have had plenty of ‘teething troubles’ to
grapple with during the early period of the AML/CFT Act being in force.
In particular, even as we approach the one-year anniversary of the
implementation, there remains considerable confusion among some
firms, their advisers and the public over aspects of customer due
diligence rules.

By far the biggest problem area surrounds trust structures
and the legislative requirement to identify and verify the upstream
beneficial ownership and persons acting on behalf of others. There
are a large and varied number of trust structures traditionally used
in New Zealand commerce. Confusion over these issues seems to
have been exacerbated by the decision to exclude lawyers and other
professionals from the first round of coverage under the Act, in that
some professionals acting as trustees appear unclear on the extent to
which new requirements apply to them.

To date, the AML/CFT supervisors have taken a sensible and
pragmatic approach to enforcement, in effect, telling the supervised
entities that if a ‘genuine and reasonable attempt to comply’ has
been made, immediate enforcement action will be unlikely. It may be
expected that, to the extent this has allowed any ‘honeymoon period’
of transition, it is perhaps coming to an end during 2014, especially
in cases where there has been wilful or deliberate breaches of the
compliance rules.

The first prosecution under the AML/CFT Act to reach the High
Court (acting as appellate body) is the case of New Zealand Customs
Service v Huang [2013] NZHC 3277. This concerned an example of
large amounts of cash being transported across the country’s borders.
Mr Huang’s appeal against conviction, for failing to declare or report
cash well in excess of the threshold of NZ$10,000 being moved
in or out of New Zealand by him, failed. This was an offence under

section 106 of the Act dealing with cross-border transactions, rather
than the more mainstream AML compliance obligations applicable to
private financial institutions. However, the court confirmed the general
approach to enforcement under the Act, including that the offence was
one of strict liability, with no requirement to prove Huang had actual
knowledge of being required to report, and that the Act clearly allows
a charge of an ‘attempt’ to be brought. The interpretative approach

of the court indicates heavy reliance on the explicit public welfare
regulatory nature of the Act’s purpose statement and also holds useful
judicial analysis of its offence structure.

Looking ahead, a proposed Organised Crime and Anti-Corruption
bill is expected to be introduced into Parliament during 2014. This will
make some important amendments to the present AML compliance
regime, including potentially:

- clarifying that intent to conceal the money or property is not an
element of the money laundering Crimes Act offence;

removing the requirement that the predicate offence must be one

punishable by five years’ or more imprisonment namely, any type

of offence potentially qualifies;

requiring reporting entities to report to the NZFIU all international

wire transfers over NZ$1,000 and all physical cash transactions

over NZ$10,000;

creating new offences to address gaps in New Zealand’s criminal

law framework for identity crime and people trafficking;

extending the time frames for foreign restraining orders and

providing the ability to register such orders without notice (eg, to

cover a Dotcom case scenario); and

allowing police to share personal information and DNA databank

information with international counterparts, in order to further

inter-agency cooperation efforts and treaty agreements.

make a request for assistance to the attorney-general under the
Mutual Assistance in Criminal Matters Act;

e the New Zealand attorney-general receives and considers the
request on the basis of the information provided, and can then
apply to the court for various orders, including registration of
any interim foreign restraining orders on a without notice basis;

e once accepted and registered, the foreign orders allow New
Zealand’s asset restraining powers under the Criminal Proceeds
(Recovery) Act to be engaged; and

* any actual seizure operation would then be executed by the New
Zealand police.

The mutual assistance regime was invoked in 2012 to provide assis-
tance to the United States’ authorities investigating the business of a
German internet tycoon who was resident in New Zealand, known
as Kim Dotcom, and this has generated considerable recent case law
in this area.

The FBI alleges that Kim Dotcom’s business, Megaupload.com,
a file-sharing or ‘cyberlocker’ website, was an international crimi-
nal organisation responsible for massive worldwide online piracy.
After obtaining an indictment from a grand jury in West Virginia on
charges of breach of copyright, conspiracy to breach copyright, con-
spiracy to racketeer, wire fraud and money laundering, the United
States Department of Justice (as that country’s central authority)
requested assistance from the attorney-general to search the prop-
erty of Dotcom and his associates in New Zealand and to seize evi-
dence. New Zealand police were then authorised to apply for search
warrants to effect that assistance. Having obtained the warrants in
the district court, police executed them at three separate addresses
and seized a large number of documents and digital storage devices.

The subjects of those search warrants subsequently applied for
judicial review of the warrants, alleging that they were unlawful.

Dotcom and his co-accused had sought, prior to a hearing
on their eligibility for extradition to the USA, disclosure of the
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documents on which the United States’ case against them was based.
After several appeals, in Dotcom & Ors v United States of America
[2014] NZSC 24, the Supreme Court, by a majority, held that the
United States is not required to disclose to the appellants, prior to
their extradition hearing, the documents, records and information
upon which their criminal case in the United States relies.

In its application for extradition, the United States is able to
make use of a procedure for submitting evidence called the ‘record
of the case’. A record of the case is relied on as establishing a prima
facie case against those facing extradition and comprises a summary
of the evidence that the requesting state says implicates them. It is
not available to every country that applies for extradition and is
designed to provide a streamlined procedure for those to whom it
applies. In this case the record of the case contained extracts from
emails, data stored on servers, an analysis of how Megaupload’s
websites operated and proposed evidence of investigators and
experts.
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The majority in the Supreme Court has held that the record of
case procedure does not require disclosure of all the documents it
summarises and there is no general obligation of disclosure on a
foreign state requesting extradition. Further, it held that the lower
courts did not have the power to make disclosure orders in extradi-
tion cases, as the statutory powers in the Criminal Disclosure Act are
not incorporated into the Extradition Act. The majority also noted,
however, that the requesting state has a duty of good faith to disclose
any information that would seriously undermine the evidence upon
which it relies.

At the time of writing, Mr Dotcom and his associates are still
awaiting an extradition hearing on the grand jury charges. Despite
the final resolution of the collateral dispute regarding the extent of
disclosure required in the context of extradition proceedings, other
judicial review proceedings and challenges to the extradition process
remain under appeal to the Supreme Court.
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